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Abstract:  
 
We report a rapid, inexpensive, and portable strategy to re-identify human DNA using the 
MinION, a miniature sequencing sensor by Oxford Nanopore Technologies. Our strategy requires 
only 10-30 minutes of MinION sequencing, works with low input DNA, and enables familial 
searches. We also show that it can re-identify individuals from Direct-to-Consumer genomic 
datasets that are publicly available. We discuss potential forensic applications as well as the legal 
and ethical implications of a democratized DNA fingerprinting strategy available to the public.  
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DNA is a powerful biometric identifier. With the exception of monozygotic twins, DNA profiles 
are unique for each individual on earth, leave traces that can stay for an extended period of time 
after the person of interest is gone, and enable the identification of individuals that are not part of 
the reference database via familial searches (1-3). Current DNA forensic techniques generate 
profiles mainly by genotyping a small set of autosomal polymorphic short tandem repeats (STRs) 
(4). This method usually requires transporting samples to labs equipped with bulky equipment 
such as capillary electrophoresis machines and thermocyclers. As of today, the state of the art 
forensic genotyping platforms (e.g. DNAscan or RapidHIT 200) take about 90 minutes to process 
a DNA sample, weigh over 50 kilograms, have a capital cost of more than a quarter of a million 
dollars, and require about $300 to process a sample (5). These technological barriers limit DNA 
fingerprinting to high-latency applications and narrow its accessibility to specific societal entities 
such as law enforcement or security forces. 
 
Here, we demonstrate a portable and inexpensive strategy for re-identification of anonymous 
human DNA using a MinION sequencer (Oxford Nanopore Technologies). MinION is a radically 
different DNA sequencer compared to other contemporary platforms (6, 7): it weighs less than 
100 grams, costs $1000, and only requires a standard laptop to operate. The data is available in 
near real-time, with the first sequenced DNA fragments ready for analysis only a few seconds 
after the start of a sequencing run. Due to its small footprint and high robustness, it is possible to 
employ MinION sequencers outside of laboratories. Early access users have generated MinION 
sequencing data in various places, including rural Africa (8, 9), hotel rooms, and classrooms (10). 
The company recently announced efforts to further miniaturize the sequencer as a cellphone 
adaptor and revealed plans to use the device as an autonomous sensor that enables Internet of 
Things (IoT) applications (11). 
 
MinION technology poses several challenges for human re-identification. The primary challenge 
is the high sequencing error rate, as about 10-25% of the reported bases are erroneous compared 
to <0.5% by a mainstream Illumina platform (12, 13). The error profile is dominated by insertions 
and deletions (indels), which complicate precise measurements of STR length polymorphisms. 
The MinION sequencing throughput is also many orders of magnitudes smaller than other 
massively parallel sequencing platforms, yielding only 3-50 million bases per run (equal to 
~0.01× coverage of a human genome).  
 
We developed a robust strategy for human DNA re-identification, termed the ‘MinION sketch’ 
(14). The sketching strategy rapidly generates extremely low coverage shotgun sequencing data 
using the MinION sequencer and then compares this data to a reference database. Our method has 
no PCR step to eliminate the latency introduced by DNA amplification and to increase 
portability. However, the extremely low coverage of MinION data limits the ability to interrogate 
genomic sites multiple times, resulting in low variant calling confidence and the inability to 
distinguish homozygous from heterozygous variants. To address these challenges, we developed 
a Bayesian algorithm that computes a posterior probability that the sketch matches an entry in the 
reference database (Fig. S1). The algorithm takes into account the error rate in MinION data, the 
inability to observe both haplotypes, the allele frequency, and the prior probability of a match. It 
works in a sequential manner and updates the posterior probability with every new read that is 
available until a match is found.  
 
MinION sketching provides sufficient data for human DNA identification even after a few 
minutes of operation. As an initial experiment, we generated a sketch from Craig Venter’s 
genomic DNA (Coriell’s GM25430) and applied the Bayesian algorithm to match the sketch to 
his genome-wide genotyping array (14), which is publicly available (15). After analyzing 13 
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minutes of MinION sketching, the posterior probability of a positive match surpassed 99.9% 
(Fig. S2A). Despite the high error rate and sparsity of the genotyping array, the algorithm needed 
only 155 bi-allelic variants to reach this conclusion, only ~2 times above the theoretical 
expectation to re-identify a person by fingerprinting random bi-allelic markers (16). The initial 
selection of the prior probability had no effect on the matching ability of the method and only 
slightly increased the time required to achieve a high confidence match. With a prior probability 
that considers a database ten times bigger than the world’s population (10-11), the posterior 
probability reached 99.9% after 18 minutes of sketching (Fig. S2B). As a negative control for our 
algorithm, we compared Craig Venter’s sketch to a genome-wide array of an unrelated random 
individual. The matching algorithm reported a probability of less than 10-5 that Craig Venter’s 
sketch matches this person. 
 
Next, we tested MinION sketching to specifically find a person in a much larger collection of real 
genomic data (Fig. 1A). To this end, we compiled a collection of 19,000 genome-wide 
genotyping arrays from individuals that were tested with Direct to Consumer (DTC) genetic 
testing companies such as 23andMe, AncestryDNA, and Family Tree DNA (14). Then, we 
generated a MinION sketch from the saliva of a male individual (YE001) whose 23andMe data 
are publicly available and were part of the collection of 19,000 individuals. The Bayesian 
algorithm blindly searched the 19,000 collection and identified YE001 with a posterior 
probability greater than 99.9% with only 14 minutes of sketching. None of the other 19,000 
samples reached this level of probability of identification, indicating that specificity is achieved 
even for larger databases.  
 
We explored DNA re-identification with the MinION using low input DNA and portable 
equipment. For DNA collection, we again obtained a saliva sample from YE001 but this time we 
used an FTA card that yielded 50ng of DNA. Next, we prepared the MinION library with 
BentoLab (17), a consumer product recently funded by a Kickstarter campaign to provide a 
simple portable laboratory (Fig. S3A). The pre-release version of this device weighs ~3kg and 
includes a heating plate and a small centrifuge with the footprint of a small laptop. We processed 
the sample with BentoLab and minimal wet-lab equipment and prepared a 1D MinION library 
that relies on single adapter ligation (14). The 1D protocol requires a lower amount of input DNA 
but results in much noisier data since each DNA molecule is read once as opposed to twice as in 
the previous experiments. Next, we ran this sketch against the collection of 19,000 genomes. 
Despite all of these limitations, thirty minutes of sketching was sufficient to reach over a 99% 
matching probability to the YE001 sample and to differentiate it from the other 19,000 genomes 
(Fig. S3B,C). 
 
Finally, we found that MinION sketches also enable familial searches to identity first-degree 
relatives (Fig. S4A). We modified the Bayesian algorithm to consider first-degree matches in 
addition to the exact matches (14). We then generated a MinION sketch for a 1000 Genomes 
sample (NA12890) and compared the sketch to her son’s whole genome (NA12977). After 25min 
of sketching, the Bayesian framework reported her son as a first-degree match with a probability 
greater than 99.9% (Fig. 1B). As expected, the exact match posterior was well below 10-5 almost 
the entire time (Fig. S4B). We also compared the NA12890 sketch to her own whole genome 
sequencing data. The algorithm correctly reported her genome as an exact match and not as a 
first-degree match (Fig. S4B). To further challenge our method, we also matched the sketch to 
her granddaughter’s genome (NA12879). Again, the posterior for a direct match was nearly zero 
for all tested conditions (Fig. S4B); the posterior for a first-degree match had a brief 1 minute 
spike towards 100% due to one long read but quickly decayed and rejected the hypothesis that the 
sample is a first degree relative (Fig. S4C). Finally, we also calculated the probability of familial 
matching between the NA12890 sketch and the 19,000 DTC genomes. As expected, no match 
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was found, highlighting the specificity of the method in identifying first-degree relatives (Fig. 
S4D). 
 
To summarize, our experiments show that a few minutes of MinION sequencing provides 
sufficient information for DNA re-identification. Our method works with either whole genome 
reference data or common DTC genotyping datasets whose generation is highly cost-effective 
(low hundreds of dollars per sample) and within the same price range as the generation of 
forensic profiles such as the CODIS or ENFSI sets. Even with this proof of principle, the sample 
weight for MinION sequencing can go as low as 50ng without challenging the protocol to a great 
extent and the method is capable of first-degree familial searches. ONT recently launched a new 
chemistry design (R9) for the MinION sequencer that ratchets bases through the nanopore five 
times faster than the version used for these experiments. If successful, this chemistry will provide 
sufficient data for identification in less than five minutes of sequencing, getting closer to real time 
person identification. 
 
Our strategy highlights the possibility of using the MinION in combination with other off-the-
shelf equipment to build an inexpensive system for low latency DNA fingerprinting. This may 
open new possibilities for security and law enforcement applications. Near-real-time DNA 
surveillance can serve as a tool for identification of victims after a mass disaster or for border 
control to fight human trafficking. These two applications can benefit from the familial search 
capability of the sketch that enables families to donate their own DNA to identify their loved 
ones. Portable fingerprinting by MinION sketching can also offer great advantages for regular 
forensic casework, but integration might be more challenging. Existing forensic databases only 
hold STR profiles of individuals that are not compatible with our MinION sketches. However, 
with the continuous drop in costs for sequencing and genotyping arrays, developing combatable 
databases might be more economically feasible in the future. From a legal perspective, forensic 
use of MinION sketching seems to comply with US federal and state statutes. Previous scholarly 
work has postulated that genotyping DNA of abandoned material by law enforcement is lawful in 
all US states (18), permitting the generation of MinION sketches from such material by forensic 
teams. A more complicated aspect is the legality of constructing genome-wide genotyping 
databases by compulsory DNA collection from arrestees, similar to current forensic databases. 
Indeed, genome-wide genotyping would collect far more information than the small number of 
STR markers that are currently used. However, the US legal framework mostly places restrictions 
on the purpose of compulsory DNA collection rather than the extent of genotyping (19). In a 
major decision, the Supreme Court of the United States recently stated that DNA collection from 
arrestees indeed constitutes a search under the 4th Amendment; but if DNA is solely used for 
identification, this procedure is reasonable and viewed as a sophisticated version of standard 
arrestee booking procedures such as fingerprint collection (20). The Court further stated that 
genotyping markers that are associated with disease predisposition is not a significant invasion of 
privacy as long as they are not tested for that end. Therefore, it seems that a genome-wide 
forensic database would not violate the 4th Amendment.  
  
In addition to forensics applications, MinION sketches could be used in the future by citizen 
scientists (or biohackers) to fingerprint anonymous samples for self-curiosity, sousveillance (21), 
or activism. The equipment used for our experiments is relatively inexpensive, portable, mostly 
accessible for a lay-audience and not substantially complicated to operate. Indeed, most of the 
MinION sequencing data presented here was generated by inexperienced students as part of a 
computer science class (10). In addition, our results show that MinION sketches are fully 
compatible with data from DTC genomic companies. Several websites, such as OpenSNP.org 
(22) and the Personal Genome Project (23, 24), publicly share large amounts of identifiable 
genomic data from DTC participants. The current information in these websites theoretically 
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enable MinION re-identification of tens of thousands individuals using direct and familial 
searches.  
 
While our results show that re-identification is technically feasible, MinION sketching might be 
illegal when used outside of law enforcement and security applications. For instance, France and 
New York State prohibit DNA genotyping without the consent of the sample provider (25). In 
Israel, the Genetic Information Law, it is illegal to conduct DNA tests without accreditation to 
operate a genetic lab (26). In the US, a company recently had to pay over two million dollars to 
two employees after conducting a simple DNA fingerprinting test that violated the Genetic 
Information Non-discrimination Act (GINA) (27).  With the increased interest in this sequencer 
as a consumer device, educational tool, or autonomous IoT sensor, the MinION sequencer will 
reach new users from a vast range of fields that are not fully aware for these nuances. Therefore, 
it might also be advisable to consider the development of mitigation steps to avoid misusage by 
users and regulation complications. Mitigation could in part rely on technical solutions imposed 
by the manufacturer; these can range from real-time notification for users when human DNA is 
registered by the cloud-based base-caller, to the real-time rejection of DNA molecules mapped to 
the human genome (e.g. using the method described by (28)) unless the user is authorized for 
analyzing human DNA. Beyond that, the community could start considering “sequencing 
etiquette” and expected norms for mobile sequencing. All of these would be highly important to 
facilitate the transition of this exciting technology from the research community to the general 
public. 
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Figure 1. Exploiting MinION sequencing for human re-identification. The figure shows the posterior probability of 
a match as a function of MinION sketching time. Matched SNPs denote the number of SNPs used for the posterior 
computation by the algorithm in each time point (A) Searching a collection of 19,000 DTC genome-wide arrays with 
YE001’s MinION sketch. Red: posterior probability for an exact match to the correct genome-wide array; black: 
posterior probability for random individuals in the collection (B) An example of a familial search. Blue: the posterior 
probability for a familial match between the sketch of NA12890 and her son's reference genome. 
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